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ON  24  DECEM  BER1997,attheSvo- 
bodnyy  Cosmodromesitu  ated  i  n  a 
far  corner  of  eastern  Siberia,  a 
modified  Russian  SS-25inter  conti¬ 
nental  ballistic  missile  arched  skyward,  but 
ratherthan  thesi  n  gl  ether  mo  nu  cl  ear  weapon 


♦Although  the  proliferation  of  ballistic  missile  technology  is  beyond  the  scope  of  this  study,  the  growing  market  for  commercial 
space  activities,  including  spacelift,  also  has  very  serious  implications  for  US  national  security.  As  an  aside,  Start-1  roughly  translates 
something  akin  to  the  “go"  in  English  as  in  "Ready,  set,  go!"  It  is  not  related  to  the  commonly  used  acronym  for  theTreaty  Between  the 
United  States  of  America  and  theUnion  of  Soviet  Socialist  Repubiicson  theReduction  and  Limitation  of  Strategic  Offensive  Arms  of  July  31, 1991 
(the  START  Treaty). 

**High-resolution  is  a  relative  term,  but  as  it  is  used  by  this  study  describes  satellite-imaging  systems  capable  of  providing 
order-of-magnitude  improvements  in  spatial  resolution  over  earlier  systems 
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i  t  was  o  ri  gi  n  al  I  y  desi  gn  ed  to  de  I  i  ver,  i  t  car  ri  ed 
a  peculiar  cargo-a  US-made  imaging  satel¬ 
lite*  The  owner  of  the  satellite,  EarthWatch, 


Inc.  of  Longmont,  Colorado,  contracted  with 
Russia  to  boost  its  EarlyBird  1  spacecraft  into 
polar  orbit  using  a  Start-1  space  launch  vehi- 


Table  1 

Land-Imaging  Satellites  Planned  to  be  Operational  by  2000 


SYSTEM 

OWNER 

SENSOR 

LAUNCH 

DATE 

SPATIAL  RESOLUTION  (METERS) 

STEREO 

TYPE 

SWATH  (km) 

GLOBAL 
REVISIT  (DAYS) 

PAN 

THEMATIC  MAPPER  BANDS 

RADAR 

VISIBLE  AND  NEAR  IR 

SHORT-WAVE 

IR 

THERMAL 

IR 

i  :  2  :  3  :  4 

5 

7 

6 

MULTISPECTRAL 

IRS-1C,  D 

India 

M  &  P 

95, 97 

6 

23  ;  23  ;  23 

70 

C/T 

70, 142 

48,  24 

IRS-P5,  IRS-2A 

India 

M 

98, 99 

6,  23  ;  6,  23  •  6,  23 

23 

C/T 

25, 142 

125,  22 

SPOT  4 

France 

M  &  P 

98 

10 

20  |  20  |  20 

20 

C/T 

120* 

26 

CBERS 

China  &  Brazil 

M  &  P 

98, 99 

-.8 

20 

20  j  20  j  20 

80 

80 

160 

C/T 

120 

26 

Landsat  7 

US 

M  &  P 

98 

15 

30 

30  j  30  j  30 

30 

30 

60 

185 

16 

EOS  AM-1 

US  &  Japan 

M 

98 

15  1  15  1  15 

6  bands 

5  bands 

F/A 

60 

49 

@  30 

@  90 

R21  A,  B,  C,  D 

Resource  21 

M 

2000 

10 

io  :  io  :  io 

20 

200* 

41 

HIGH-RESOLUTION 

EarlyBird  2 

EarthWatch 

M  &  P 

98 

3 

15  ;  15  i  15 

.  • 

F/A 

36 

120 

IKONOS  1, 2 

Space  Imaging 

M  &  P 

98, 99 

1 

4 

4  ;  4  ;  4 

.  • 

F/A 

12 

247 

QuickBird  1 , 2 

EarthWatch 

M  &  P 

98 

1 

4 

4  :  4  :  4 

.  • 

F/A 

2D 

148 

OrbView  3 

ORBIMAGE 

M  &  P 

98, 99 

1  &  2 

8 

8  18  18 
.  • 

F/A 

4  &  8 

740, 370 

SPIN-2 

Russia 

P* 

96, 97 

2,  10 

.  • 

. 

.  • 

F/A 

180, 200 

Eros-A 

West  Indian 

P 

98 

1.5 

.  • 

F/A 

14 

211 

Space 

.  • 

. 

Eros-B 

West  Indian 

P 

99 

1 

.  • 

F/A 

20 

148 

Space 

.  • 

.  • 

.  • 

IRS-P6 

India 

P 

99 

2.5 

.  • 

.  1 

F/A 

10 

296 

HYPERSPECTRAL 

EO-1 

US 

H  &  M 

99 

128  bands  @  30 

256  bands  @  30 

15 

200 

HRST 

US 

H 

2000 

5 

210  bands 

30 

100 

@30 

ARIES 

Australia 

H 

2000 

10 

32  bands  @  30 

32  bands  @  30 

15 

200 

RADAR 

RADARSAT 

Canada 

SAR 

95 

10 

50-500 

C-band 

ERS 

ESA 

SAR 

98 

25 

100 

C-band 

Legend: 

P=  Panchromatic 

M  =  Multispectral 

H  =  Hyperspectral 

SAR  =  Synthetic  Aperture  Radar 

C/T  =  side-  side  ste  reo 


F/A  =  fore/aft  ste  reo 

*Swath  is  achieved  by  two  side-  by-  side  in  stru  ments 

fFour  (4)  sat  el  lites  are  planned  to  pro  vide  3.5-4  day-  global  re  peat  cov  er  age 

$Pho  to  graphic  film  re  turn  sys  tern 


Source:  Wil  liam  E.  Sto  rey,  “Out  look  for  the  Fu  ture:  Land  Sens  ing  Sat  el  lites  in  the  Year  2000,”  chap  ter  20  in  The  Re  mote  Sens  ing  Tu  to  rial  On  line  Hand¬ 
book,  by  Nicho  las  M.  Short  (Green  belt,  Md.:  Goddard  Space  Flight  Center,  1988),  table  9. 
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cl  e. 1  As  th  e  f  i  rst  of  an  enti  rel  y  n  ew  gen  erati  o  n 
of  high-resolution**  commercial  imaging 
satellites,  EarlyBird  1  was  postured  to  make 
history.2  Unfortunately,  soon  after  the  satel¬ 
lite  settled  into  its  low-Earth  orbit  (LEO),  a 
problemdevel  oped  withitscommuni  cations 
system  that  has  prevented  EarthWatch  from 
issuing  commands  to  thesatellite,  and  Early¬ 
Bird  1  isnonoperational.3 

The  f al  se  start  of  th  e  f  i  rst  Earl  yBi  rd  1  satel  - 
lite  marked  a  rather  inauspicious  beginning 
to  what  the  commercial  remote-sensing  in¬ 
dustry  hopes  will  quickly  become  a  thriving, 
multi  bil  liondol  larmarketintheyearsahead. 
Private  remote-sensi ng  fi  rms  are  raci  ng  to  get 
their  high-resolution  imagery  satellites  into 
orbit  and  i  imagery  i  nto  the  hands  of  consum¬ 
ers.  Despitethedaunti  ngtech  ni  cal  andfi  nan- 
cial  risks,  industry  watchers  predict  that  by 
mid-2001,  over  30  satellites  will  be  in  orbit 
around  the  Earth  using  affordable  technolo- 
gi  esto  pro  vi  devol  u  mesof  i  m  agery  to  an  i  n  ter- 
national  clientele  with  fidelity  previously 
unobtainable  by  the  general  public  (see  table 
If  o r system  co m  pari  so n s)  ,4  N  o  I  o n ger  wi  1 1  th e 
United  Statesandtheformer So  vietUn  ion  en¬ 
joy  their  hegemony  over  satellite  imaging  of 
the  Earth.  Instead,  they  must  share  their  van¬ 
tage  point  of  Earth  from  the  ultimate  "high 
ground”  with  other  nations  as  a  fleet  of  mer- 
cantile  sentinels  rises  to  provide  high- 
resolution  imagery  to  customers  around  the 
world. 

The  M  ilitary  Challenges  of  the 
Year  2000  Constellation 

The  Clinton  administration  issued  Presi¬ 
dent  al  Decision  Di  recti  velNSC-23(PDD-23), 
entitled  "U.S.  Policy  on  Foreign  Access  to  Re- 
moteSensi  ngSpaceCa  pa  bi  I  i  ti  es,”  on  9  M  arch 
1994.  It  established  the  policy  framework  to 
boost  the  nascent  American  remote  sensing 
market  so  it  could  compete  with  foreign  pro¬ 
viders  of  high-resolution  imagery.5  It  also 
piggy-backed  on  the  groundwork  already  laid 


by  the  Land  Remote  Sensi  ng  Act  of  1992  (P.L 
102-555),  which,  inter  alia,  recognized  that 
"the  national  interest  of  theUnited  Stateslies 
inmaintaininginternational  leadershipinsat- 
el  I  ite  remote  sensi  ng." 6  M  orei  m  portant,  PDD- 
23  reversed  earlier  policy  that  had  sought  to  re 
strict  commercial  entryintotheremotesensing 
mar  ket.  By  I  i  ber  al  i  z  i  n  gU  SI  i  censi  n  g  pro  cedu  res, 
the  White  House  and  Congress  formally 
acknowl-edged  that  not  only  had  the  geopoliti¬ 
cal  landscapefun  damentallychanged,  butthere 
was  simply  no  easy  way  to  get  the  "genie  back 
i  nto  th  e  bot  tl  e"  wi  th  respectto  th  e  pro  I  i  f  erati  on 
of  satel  I  i  te  i  magi  ng  tech n ol  ogy . 7 

Spatial  Resolution  and 
Military  Utility 

To  appreciate  the  security  challenges 
brought  about  by  current  and  planned  com¬ 
mercial  imaging  satellites,  it  is  instructive  to 
survey  what  the  first-generation  reconnais¬ 
sance  satellites  accomplished  for  the  United 
States.  The  highly  classified  Corona  project, 
operati  ng  under  cover  as  the  Discoverer  space 
flight  program,  began  in  August  1960  and  in 
little  more  than  a  decade  collected  over 
800, 000  i  m  ageso  ver  "de  n  i  ed  ter  ri  to  ry"  th  at  f  i  - 
nally  lifted  the  veil  of  secrecy  from  the  USSR 
that  had  stymied  accurate  assessments  of  So¬ 
viet  strategic  capabilities.8  With  its  broad  area 
cover  ageand  reasonablygoodspati  al  reso  I  ution 
(two  to  11  mdters),  Corona  debunked  the  myth 
of  a  "missile  gap"  by  providing  the  Eisenhower 
administration  with  incontrovertible  &/idence 
that  Soviet  offensive  missile  strength  had  been 
significantly  over esti  mated.  Based  onthisinfor- 
mation,  Eisenhower  confidently  rqected  pleas 
for  an  American  buildup  of  its  long-range  mis- 
si  I  eforceto  cl  osea  gap  that  was  merel  y  i  1 1  u  sory.9 
Li  keCo  ran  a,  thecom  mer  ci  al  systemsthat  wi  1 1 
soon  bei  nor  bit  also  hold  enormouspo  ten  tial 
for  performing  a  wide  range  of  intelligence, 
surveillance,  and  reconnaissance  (I  SR)  tasks. 

Table2providesasenseofwhatlevel  of  spa¬ 
tial  resolution  is  required  for  I  SR  using  com- 


*Targeting  is  closely  related  to  the  ability  to  detect  and  precisely  identify  the  given  object  or  location. 
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Table  2 

Ground  Resolution  (in  meters) 


TARGET 

DETECTION3 

GENERALIDb 

PRECISE  IDC 

DESCRIP¬ 

TION'1 

TECHNICAL 

ANALYSIS6 

Bridges 

6 

4.5 

1.5 

1 

0.3 

Radar 

3 

1 

0.3 

0.15 

0.015 

Supply  Dumps 

1 .5-3.0 

0.6 

0.3 

0.03 

0.03 

Troop  Units  (in  bivouac  or  on  roads) 

6 

2 

1.2 

0.3 

0.15 

Airfield  Facilities 

6 

4.5 

3 

0.3 

0.15 

Rockets  and  Artillery 

1 

0.6 

0.15 

0.05 

0.045 

Aircraft 

4.5 

1.5 

1 

0.15 

0.045 

Command  &  Control  HQ 

3 

1.5 

1 

0.15 

0.09 

Missiles  (SSM/SAM) 

3 

1.5 

0.6 

0.3 

0.045 

Surface  Ships 

7.5-15 

4.5 

0.6 

0.3 

0.045 

NuclearWeapons  Components 

2.5 

1.5 

0.3 

0.03 

0.015 

Vehicles 

1.5 

0.6 

0.3 

0.06 

0.045 

Minefields  (land) 

3-9 

6 

1 

0.03 

0.09 

Ports  and  Harbors 

30 

15 

6 

3 

0.3 

Coasts  and  Landing  Beaches 

15-30 

4.5 

3 

1.5 

0.15 

Railroad  Yards  and  Shops 

15-30 

15 

6 

1.5 

0.4 

Roads 

6-9 

6 

1.8 

0.6 

0.4 

UrbanAreas 

60 

30 

3 

3 

0.75 

Terrain 

- 

90 

4.5 

1.5 

0.75 

Submarines  (surfaced) 

7.5-30 

4.5-6 

1.5 

1 

0.03 

Sources:  Sen  ate  Com  mitteeon  Commerce,  Science,  andTransportation,  NASA  Authori  za  tion  for  Fis  cal  Year  1 978,  1642-43;  and  Reconnaissance  Handy 
BookfortheTactical  Reconnaissance  Specialist  (St.  Louis,  Mo.:McDon  nell  Doug  las  Corporation,  1982),  125. 


a  De  tec  tion :  Lo  ca  tion  of  a  class  of  units,  objects,  or  ac  tiv  ity  of  mili  tary  in  ter  est 
b  Gen  eral  Iden  ti  fi  cation :  De  ter  mi  nation  of  gen  eral  tar  get  type 
c  Pre  cise  Iden  ti  fi  cation:  Dis  crimi  nation  with  target  type  of  known  types 

d  Description:  Size/di  men  sion,  configu  ration/lay  out,  com  ponentconstruction,  equipment  count,  etc. 
e  T ech  ni  cal  Analy  sis:  De  tailed  analy  sis  of  spe  cific  equip  ment 


monly  accepted  ground  resolutions  required 
to  detect,  i  den  ti  fy,  descri  be,  an  d  ana  I  yzeth  ose 
targets.10  With  the  advent  of  one-meter 
gro  u  n  d-sampl  e  d  i  stan  ce  ( G  SD )  pan  ch  ro  mati  c 
sensors  as  the  current  performance  bench¬ 
mark,  nearl  y  60  per  cent  of  theta  bl  e's  mi  I  i  tary 
intelligence  tasks,  and  85  percent  of  the 
targeting-related  tasks  can  now  be  satisfied* 
Of  course,  these  figures  merely  represent  a 
rough  approximation  of  what  military  re¬ 
quire  men  ts  cou  I  d  be  met  si  ncethere  are  many 
other  system  performance  factors  that  must 
be  considered,  including  imagery  timeliness 
and  frequency  of  coverage  (see  thefollowing 


discussion  of  the  US  Space  Command  study 
Operation  Seek  G unfighter). 

Carnegie  Study 

Obviously,  one-meter  GSD  imagery  data  of- 
ferssubstantial  mili  tary  util  ity,  butthethreat 
isnot  only  con  fi  ned  to  those  systems  with  the 
best  spatial  resolution.  The  Carnegie  Endow¬ 
ment  for  International  Peace  conducted  a 
study  in  the  late  1980s  that  evaluated  the 
military  utility  of  Landsat,  Systeme pour /'  ob¬ 
servation  dela  Terre  (SPOT),  and  Soyuzkarta 
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Table  3 

Ground  Resolution  (by  sensor  system) 


TARGET 

DETECTION3 

GENERAL IDb 

QUANTITATIVE 

MEASUREMENTSc 

Bridges 

MSS/TM 

TM/XS 

XS/P 

Roads 

MSS 

MSS 

TM/XS 

Radar 

P 

P 

- 

Railroads 

MSS 

P 

- 

Supply  Dumps 

MSS 

P 

P 

Major  HQ 

MSS 

TM/P 

P 

Airfield  Facilities 

MS 

TM 

P 

Aircraft 

P 

P 

P 

Rockets  and  Artillery 

MSS/TM 

XS/P 

- 

Missiles  (SAM) 

MSS 

MSS/TM 

P 

Surface  Ships 

XS 

XS 

XS/P 

Submarines(surfaced) 

TM 

XS/P 

p 

Vehicles 

P 

- 

- 

Legend: 

MSS:  Land  sat  multis  pec  tral  scan  ner  (80-  meter  GSD)  XS:  SPOT  ex  tended  spec  trum  sen  sor  (20-  meter  GSD) 

TM:  Land  sat  the  matic  map  per  (30-  meter  GSD)  P:  SPOT  pan  chro  matic  sen  sor  (1 0-  meter  GSD) 


Source:  Peter  D.  Zimmer  man,  “In  troduction  to  Photo- Interpretation  of  Com  meri  cal  Observation- Satellite  Imagery’,’  In  CommericalObservationSatellites 
and  International  Security,  Mi  chael  Kre  pon  et  al.,  eds.  (Lon  don:  The  Mac  mil  Ian  Press  Ltd.,  1 990),  203. 

Note:  No  at  tempt  was  made  to  list  all  tar  gets  in  the  origi  nal  chart  (See  Reconnaissance  Handy  Book  for  the  Tactical  Reconnaissance  Specialist  St.  Louis, 
Mo.:  McDon  nell  Doug  lasCorpo  ration,  1982]),  125. 

a  Detection :  A  tar  get  of  the  given  type  is  clearly  pres  ent,  but  no  de  tails  are  ap  par  ent. 

b  Gen  eral  Iden  ti  fi  ca  tion:  Classes  and  num  bers  of  ob  jects  can  be  dis  cerned;  little  or  no  doubt  the  tar  get  has  been  prop  erly  clas  si  fied. 
cQuan  ti  ta  tive  Meas  ure  ment:  Quan  ti  ta  tive  meas  ure  ments  of  the  tar  get  can  be  made.  Objects  clas  si  fied  by  mis  sion  or  type. 


KFA-1000  (now  Spin-2)  imagery.  Surpris¬ 
ingly,  the  imagery  analysts  discovered  that 
using  SPOT's  10-meter  GSD— Imagery  resolu¬ 
tion  that  will  soon  beconsideredonlymedio- 
cre-enabled  them  to  easily  satisfy  nearly  all 
the  targeting-associated  tasks  contained  in 
the  study’s  target  list.  The  Carnegie  study 
concluded  that  commercial  satellite  imagery 
is  "rich  in  information  which  can  be  used  to 
affect  the  planning  and  execution  of  military 
operations.”11  Asa  result,  a  new  table  was  de¬ 
veloped  with  revised  spatial  resolution  crite- 
ri  ath  at  su  m  ma  ri  zed  th  ei  rf  i  n  d  i  n  gs(ta  bl  e3) . 12 

US  Space  Command  Study 

AdecadeaftertheCarnegieproject,theUSAir 
Force  Space  Command  organized  its  own  as¬ 
sessment  of  themi  I  itary  util  ity  of  commercial 


satellite  imagery.  Operation  Seek  Gunfighter 
was  conducted  under  the  auspices  of  the 
Space  W  ar  f  are  Cen  ter  an  d  i  ts  Ag  gresso  r  Space 
Applications  Project.  The  Air  Force  formed  a 
"Red  Cell”— a  simulated  opposing  force— 
which  relied  exclusively  on  open-source  in¬ 
formation  and  commercial  satellite  imagery 
to  track  the  deployment  of  an  air  expedition- 
aryforce(AEF)  to  Bah  rai  n  i  n  Octo  ber  1997.13 

The  Red  Cell  quickly  learned  a  great  deal 
about  the  AEF  deployment  from  using  the 
Internet  without  any  special  Internet  access 
privileges  afforded  some  "dot-mil"  sites.  For 
example,  they  discovered  where  the  AEF 
would  deploy,  its  mission,  and  its  force  com¬ 
position.  Imagery  collection  was  more  prob¬ 
lematic,  however,  due  to  the  limited  number 
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of  commercial  satellite  resources  available.  A 
casein  point,  the  Red  Cel  I  knew  that  the  Cana¬ 
dian  Radarsat  could  provide  the  timeliness 


"A  valuable  intelligence  picture 
can  be  pieced  together  using  a 
combination  of  open  source  in¬ 
formation  and  satellite  imagery." 


that  was  needed,  but  the  satel  I  ite  was  al  ready 
performing  priority  collection  in  Antarctica 
and  could  not  be  retasked,  nor  could  the  In¬ 
dian  IRS-1C  meet  operational  deadlines.  The 
team  d  i  d  su  c  ceed  ,however,intaskingSPOTto 
image theAEF  beddown  locationsin  Bahrain, 
as  well  as  Mountain  Home  Air  Force  Base, 
Idaho.14  The  few  SPOT  images  obtained  of¬ 
fered  a  wealth  of  i  n  for  mati  on  thatthe  Red  Cel  I 
could  not  have  otherwise  obtained.  Analysts 
were  able  to  locate  theAEF  headquarters,  the 
logistics  areas,  and  a  "tent  city”  for  deployed 
personnel.  Additionally,  the  security  perime¬ 
ter  was  clearly  identified,  as  were  hardened 
aircraft  shelters,  refueling  areas,  and  hard- 
stands.15  The  Air  Force  concluded  that  "a  valu¬ 
able  intelligence  picture  can  be  pieced 
together  using  a  combination  of  open  source 
information  and  satellite  imagery."16 

Beyond  Spatial  Resolution 

Given thehistori  cal  mili  tarysignifi  canceof 
imaging  satellites  like  Corona  and  the  re¬ 
sults  of  studies  like  those  conducted  by  the 
Air  Force  and  the  Carnegie  Endowment, one 
wonders  why  the  debate  over  commercial 
imagery  sat  el  liteshasfocusedprinci  pallyon 
the  issue  of  spatial  resolution.  It  is  vitally 
important  to  move  beyond  the  simplistic 
notion  that  spatial  resolution  isthe  decid¬ 
ing  factor  as  to  whether  a  particular  system 
may  pose  a  threat  to  national  security.  In 
fact,  mod  er  atereso  I  uti  on  spectral  datafrom 
multiple  sensors  may  actually  present  a 


greater  threat  than  does  high-resolution  pan¬ 
chromatic  imagery  alone. 

Spectral  Information.  The  commercial 
sector  isclearly  heading  in  thedi  rectionofus- 
ing  multispectral  imaging  for  a  variety  of  ap¬ 
plications.  These  extended  wavelength  bands 
of  fer  much  morei  n  for  mati  on  than  i  savai  I  abl  e 
in  even  the  highest-resolution  panchromatic 
image  of  the  same  area.  As  an  example,  im¬ 
agery  obtained  in  the  near-infrared  and 
short- wavei  n  fra  red  regi  onsof  theel  ectro  mag¬ 
netic  spec  tru  m  can  ef  fee  ti  vel  y  defeat  man  y  ef¬ 
forts  to  use  camouflage  since  these 
wavelengths  can  detect  subtle  changes  in  the 
moisture  content  of  vegetation  and  earthen 
terrain.  Spectral  data  can  also  be  interpreted 
more  easily  by  computers  than  spatial  data, 
facilitating  development  of  expert  systems 
that  can  automate  much  of  the  i  nterpretation 
process  and  reduce  the  burden  on  scarce  hu¬ 
man  resources.17 

Synergy.  With  today's  advances  in  com¬ 
puter  technology,  it  is  now  possi  bletousethe 
phenomenology  from  one  sensor,  combine  it 
wi  th  oth  ers,  an  ddosousinglow- cost  work  sta- 
tions  running  commercially  available  soft¬ 
ware  ap  pi  i  cati  ons.  Th  i  sap  proach  makesuseof 
the  synergistic  effect  whereby  the  amount  of 
information  obtained  by  synthesizing  data 
from  multiple  sensors  exceeds  that  provided 
by  i  n  di  vi  d  ual  sen  sors.  M  anyf  i  rmsal  ready  pro- 
moteca  pa  bi  I  i  ti  esto  pro  vi  desuch  hy  bri  d  prod¬ 
ucts,  albeit  in  a  limited  fashion.  For  instance, 
Space  Imaging  markets  "pan  sharpened" 
multispectral  imagery  products  that  are  made 
by  merging  high-resolution  panchromatic 
imagery  with  multispectral  imagery.  The  re 
suit  is  an  image  that  contains  a  wealth  of  spa- 
tial  and  spectral  information  that 
outdistances  what  either  sensor  could  sepa¬ 
rately  provide.18 

The  GPS  Threat.  Security  concerns  over 
theproliferationofGlobalPositioning  System 
(GPS)  receivers  around  the  world  offer  a 
thought-provoki  ng  coral  I  ary  to  the  questi  ons 
raised  by  the  emergence  of  high-resolution 
commerci  al  i  imagery  satel  I  ites.19  The  amazi  ng 
growth  in  the  use  of  civilian  GPS  has  caused 
alarm  in  the  national  security  arena.  By  2005, 
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the  Department  of  Defense  (DOD)  estimates 
that  the  number  of  civilian  GPS  users  will  ex¬ 
ceed  three  million  compared  with  a  mere 
38,000  DOD  users.20  Government  efforts  to 
restrictthequal  ity of  GPSdata i n  thei  n  ter ests 
of  protecting  US  national  security  have  met 
with  controversy  similar  to  that  of  high- 
resolution  satellite  imagery.  What  is  instruc¬ 
tive  about  the  GPS  case  is  that  market  forces 
provided  auniqueandthoroughlycreativere- 
sponseto  government  restrictions.  The  mar¬ 
ket  developed  an  ingenious  workaround, 
known  as  differential  GPS,  which  uses  presur¬ 
veyed  poi  ntsto  assess  and  compensate  for  the 
GPS  errors  in  a  particular  geographic  area.  By 
using  this  method,  geopositional  accuracy 
that  rivals  the  GPSdata  reserved  for  the  mili¬ 
tary  is  possible  and  should  sen/e  as  a  classic 
example  of  how  bureaucratic  remedies  to 
technical  problems  can  be  overcome  by  a  lit¬ 
tle  entrepreneurial  ingenuity  operating  in  a 
free  market.21 

Thinking  Precisely.  There  is  one  particu- 
I  ar  GPSap  pi  i  cati  on  that  dovetai  I  s with  the  use 
of  commercial  satellite  imagery  that,  over 
time,  could  have  a  profound  effect  on  US  na¬ 
tional  security.  Precision  agriculture  com¬ 
bines  the  use  of  GPS  with  high-resolution 
mu  I  ti  spectral  i  imagery  su  rveys  of  agri  cu  I  tu  ral 
lands.  Rather  than  treating  crops  as  if  they 
were  homogeneous,  farmers  who  use  preci¬ 
sion  agricultural  methods  examine  satellite 
imagery  to  determine  precisely  what  areas 
need  more  or  I  ess  water,  fertilizer,  pesticides, 
f  u  n  gi  ci  des,  an  d  oth  er  el  e  mentsan  d  th  en  ap  pi  y 
what  is  needed  exactly  at  the  right  time.  The 
key  to  precision  agriculture  is  the  imagery 
management  infrastructure  to  interpret  the 
imagery  data  and  make  timely  recommenda¬ 
tions  useful  to  the  farmer,  who  can  then  use 
GPS-guided  farm  implements  to  precisely  ap¬ 
ply  what  the  crops  need.22  The  precision  agri¬ 
cultural  process  is  strikingly  similar  to  what 
the  military  has  to  do  when  it  makesathreat 
assessment,  plans  a  mission,  and  targets  its 
weapons. 

Thissimi  laritymayhaveprofoundimpli  ca¬ 
tions  for  US  national  security  if  one  accepts 
thethesisof  fered  by  Al  vi  n  and  H  ei  di  T  off  ler  i  n 


their  recent  work,  W ar  and  Anti-W ar:Survival 
at  the  Dawn  of  the  21st  Century.  They  contend 
that  "the  way  we  make  war  ref  I  ects  the  way  we 


Despite  the  obvious  potential 
commercial  satellite  imagery  holds 
for  militaries  around  the  world,  it  is 
not  at  all  clear  whether  they  can 
readily  use  satellite  imagery. 


make  wealth"  and  provide  some  thought- 
provoking  insights  about  how  societies  differ 
in  their  approach  to  war  and  peace  based  on 
their  degree  of  economic  development.23 
First-wave  and  second-wave  societies  (i.e., 
ch  ar  acter  i  zed  by  ag  ri  cu  I  tu  rean  d  masspro  d  uc- 
tion,  respectively)  that  become  adept  at  preci¬ 
sion  farming  could  leverage  imagery  satellite 
technology  and  GPS  to  create  their  own  lim¬ 
ited  version  of  a  revolution  in  mil itaryaf fairs. 
Thus,  rather  than  aspiring  to  World  War 
1 1 -style  armaments  and  organizational  struc¬ 
tures,  nations  (or  even  terrorist  groups)  may 
find  itrelativelyeasytotakewhattheyal  ready 
know  about  applying  pesticides  precisely  and 
build  a  precision  strikecombat  capability. 

Mitigating  Factors 

Despite theobviouspotential  commercial  sat¬ 
ellite  imagery  holds  for  militaries  around  the 
world,  it  is  not  at  all  clear  whether  they  can 
readily  use  satellite  imagery.  Whi  le  the  abi  I  ity 
to  collect,  process,  analyze,  and  assess  infor¬ 
mation  is  certainly  important,  it  is  only  one 
el  e  ment  of  a  n  a  ti  on 's  abi  I  i  ty  to  wage  war.  U I  ti  - 
mately,  a  nation  with  obvious  hostile  intent 
and  armed  with  the  best  satellite  imagery 
available  must  still  be  able  to  convert  that  in- 
fo  r  mati  on  i  nto  co  m  bat  ca  pa  bi  I  i  ty .  Too  of  ten ,  a 
potential  adversary  i s  viewed  as  a  doppel gan¬ 
ger  of  theUnited  States  rather  than  takingfull 
account  of  the  profound  asymmetries  that  ex¬ 
ist  with  respect  to  supporting  the  warfighter 
with  satellite  imagery. 
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The  "Hail  Mary"  Case.  Critics  of  the  US 
policy  to  license  high-resolution  satellite  im¬ 
agery  systems  have  of  ten  cited  a  "what  if”  see 
nario  based  on  Operation  Desert  Storm.  If 


‘The  primary  problem  in  major 
strategic  surprises  is  not  intelligence 
warning  but  political  disbelief." 


Saddam  Hussein  had  had  access  to  satellite 
i  m  agery  priorto  and  dur  i  ngtheGulf  War,  they 
reason  that  Iraq  could  have  thwarted  Gen  H. 
Norman  Schwarzkopf's  bold  "Hail  Mary"  ma¬ 
neuver  by  targeti  ng  the  massed  formations  of 
men  and  materiel  of  the  XVI 1 1  Air  borne  Corps 
and  VII  Corps  with  missiles.24  The  conclusion 
to  bedrawn  isthatforanyfutureemployment 
of  USforcesasimilarscalewill  be  vulnerable 
to  observation  by  commercial  imaging  satel¬ 
lites,  and  as  such  theforces  would  be  "sitting 
ducks"  for  an  enemy  equipped  with  missiles 
and/or  weapons  of  mass  destruction.25 

Political  Disbelief.  On  the  other  hand,  in 
order  to  conclude  that  access  to  satellite  im¬ 
agery  by  an  ad  ver  sary  will  maketh  e  d  i  f  f  er  en  ce 
between  military  success  and  debacle  as¬ 
sumes  some  facts  not  in  evidence.  One  must 
assume  that  leaders  like  Saddam  Hussein 
would  actually  believe  what  the  commercial 
satellites  detected.  However,  history  is  replete 
with  examples  where  intelligence  on  an  en¬ 
emy  was  ignored,  discounted,  or  disbelieved 
because  it  ran  contrary  to  the  predisposition 
of  deci  sion  makers.  Rich  ard  Betts,  asen  iorfel- 
low  at  the  Brookings  Institution,  concluded 
in  his  study  of  surprise  attacks  that  "the  pri¬ 
mary  problem  in  major  strategic  surprises  is 
not  intelligence  warning  but  political  disbe¬ 
lief."26 

It'sjust  Not  That  Easy.  Few  would  argue 
that  the  United  States  clearly  has  a  techno¬ 
logical  and  operational  advantage  with  re¬ 
spect  to  information  operations  using  space- 
based  assets.  Yet,  despitedecadesof  experi¬ 


ence,  n  ot  even  the  United  States  has  gotten  it 
quite  right  when  it  comes  to  getting  the  most 
from  its  imagery  satellites.  For  instance,  after 
the  Gulf  War  a  number  of  US  "intelligence 
fai  lures"  rel  ated  to  the  use  of  satel  I  ite  i  imagery 
was  identified,  which  included  unreliable  dis¬ 
semination  of  imagery  intelligence  to  air 
wings  and  ground  units.27  It  is  just  not  that 
easy  to  convert  information  into  combat 
power.  Therefore,  there  is  no  reason  to  as¬ 
sume  that  mere  access  to  satellite  imagery 
automatically  confers  to  the  enemy  an 
ability  to  use  that  imagery  in  a  manner  that 
su  b  stan  ti  al  I  y  al  tersth  e  bal  an  ceof  power  or  th  e 
endgame. 

The  Diplomatic  Challenges 

There  is  little  doubt  that  the  new  genera- 
tionof  commercial  imagery  sat  el  litesraisesle- 
gi  ti  mateco  n  cern  swi  th  regard  to  th  ei  r  m  i  I  i  tary 
utility.  Nonetheless,  their  greatest  impact 
upon  US  national  security  will  likely  occur 
during  peacetime,  not  war,  and  in  the  context 
of  day-to-day  di  pi  o  macy.Theoft-quoted  mi  I  i  - 
tary  strategist  Carl  vonClausewitzobservedin 
hisl832  magnumopus,  On  War,  thatthemili- 
tary  act  of  war  (or  preparation  for  war)  isin  ex- 
tri  cabl  y  I  i  n  ked  to  the  pol  i  ti  cal  and  di  pi  omati  c 
processes,  which  are  not  mutually  exclusive, 
but  rather  form  a  conti  nuum.28  Therefore,  as¬ 
sessing  the  impact  of  commercial  satel  I  ite  im¬ 
agery  on  US  national  security  also  requires  a 
review  of  how  commercial  satellite  imagery 
may  affect  the  "art  of  the  state"— diplomacy. 

Transparency 

Over  the  past  decade,  a  number  of  studies 
have  attempted  to  consider  what  would  hap¬ 
pen  when  su  per  powerdo  minion  over  sat  el  I  ite 
reconnaissance  ended.  In  1988,  one  such 
study  bytheCarnegieEn  dowmentforl  nterna- 
tional  Peace  determined  that  on  balance,  "the 
element  of  strategictransparencyprovided  by 
readily  available  commercial  images  does  far 
more  for  maintaining  peace  than  it  does  for 
sharpening  means  of  attack."29  Many  advo- 
catesfor  I  oosen  i  ngrestri  cti  onson  com  merci  al 
satellite  imagery  havesincejoined  thechorus 
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of  those  who  believe  that  improved  transpar¬ 
ency  provided  by  commercial  imagerywill  ac¬ 
tual  ly  lessen  the  prospects  for  confl  i  ct. 

The  News  Media 

About  the  same  time  as  the  Carnegie  study, 
Congress  examined  issues  that  involved  the 
media's  use  of  satellite  imagery  and  national 
security.  The  reason  forthestudy  wasthatthe 
media  was  very  much  interested  in  develop¬ 
ing  an  independent  source  of  satellite  im¬ 
agery,  which  included  a  proposal  for 
construction  of  a  "Mediasat.”30The  Office  of 
Tech  nol  ogy  Assessment  (OTA)  report  stopped 
short  of  the  Carnegi  e  study's  bottom-1  i  ne  en¬ 
dorsement  of  commercial  imagery  satellites. 
Instead,  it  concluded  that  the  media's  use  of 
them  might "complicate[err\ phasisadded] cer- 
tain  U.S.  national  security  activities  and  cer¬ 
tain  U.S.  foreign  policies."31  A  number  of 
thi  ngs  have  changed  si  ncethen  that  coul  d  res- 
urrectnational  secu  ritycon  cernsovertheme- 
dia's  access  to  satellite  imagery.  The 
proliferation  of  "all -news"  networks  I  ike  the 
Cable  News  Network  (CNN)  has  cut  the  news 
cycle  from  days  to  hours.  Add  to  that  the  fact 
that  dozens  of  satellites  will  soon  orbit  the 
Earth  collecting  high-resolution  imagery 
around  the  clock,  and  that  imagery  will  not 
only  be  much  more  literal  than  ever  before 
but  will  be  sold  at  very  competitive  prices. 
The  result  is  a  coincident  convergence  of  two 
markets  that  are  highly  motivated  and  ideally 
suitedforeach  other— adevel  opmentthatwill 
al  most  certainly  result  in  controversy  over  na 
tional  security  and  freedom  of  the  press. 

War  and  Antiwar 

Fu  tu  r  i  sts  Al  vi  n  an  d  H  ei  d  i  Toff  I  er  of  fer  an  even 
morepro  found  assessment  of  thesecu  rityim- 
pl  i  cati  o  nsof  co  m  mer  ci  al  sat  el  I  i  tei  m  agery  an  d 
diplomacy.  They  predict  that  diplomats  no 
longer  can  expect  to  shepherd  the  affairs  of 
state  exclusively.  The  raison  d’etat  of  third- 
wave  societies-mformation  superiority— will 


become  the  principal  objective  and  diplo- 
maticcurrencyofciti  zensgroups,  busi  nesses, 
and  even  religious  organizations.  High-tech 
sources  of  information  I  ike  commercial  satel¬ 
lites  will  be  used  by  "knowledge  warriors”  to 
prosecutenewformsof  war  and  an  ti  war*  This 
will  result  in  a  gradual  power  shift  from  the 
traditional  practice  of  diplomacy  by  the 
nation-state  to  advocacy  by  citizens  groups 
and  individuals.32  Forciti zenactiviststomake 
a  difference,  the  population  at-large  must  be 
well  informed,  thoroughly  persuaded,  and 
highly  motivated.33  Although  the  media  will 
continue  to  play  a  central  role  in  informing 
the  public,  nongovernmental  organizations 
(NGO)  and  international  governmental  or¬ 
ganizations  (I  GO)  will  themselves  seek  to  in¬ 
form,  persuade,  and  motivate  the  citizenry 
andwill  useal  I  thetoolsat  their  disposal  to  ad¬ 
vance  thei  r  cause  du  jour,  i ncl  udi ng  commer- 
cial  satellite  imagery. 

Public  Interest  Groups.  NGOs  and  IGOs 
are  not  new.  According  to  Dr.  Stephen  Cam- 
bone,  aseniorfel  lowattheCenterforStrategic 
and  International  Studies  based  in  Washing¬ 
ton,  D.C.,  about  two  hundred  of  them  existed 
at  the  turn  of  the  last  cen  tury,  but  few  had  any 
real  interest  in  diplomacy  or  international  re 
lations.  Times  have  changed.  The  number  of 
N  GOs  and  I  GOs  has  skyrocketed  and  by  1990, 
their  numbers  had  peaked  at  nearly  18,000. 
Whilethemajorityof  NGOsand  IGOsstill  re 
main  outside  the  sphere  of  international  rela¬ 
tions,  organizations  that  are  concerned  with 
i  n  ter  n  ati  on  al  mat  tersseem  to  be  mo  ti  vated  by 
their  own  ethos.34  As  the  influence  of  NGOs 
and  IGOs  continues  to  grow,  traditional 
nation-state  diplomacy  will  be  challenged  by 
independent  actors  who  derive  their  strength 
notfromthestatebutfrompublicopinion.To 
remain  viableand  relevant, thesegroupsmust 
be  able  to  arouse  the  public  and  persuasively 
argue  their  causes  and  will  certainly  turn  to 
powerful  toolsof  persuasion  I  ike  satellite  im¬ 
agery  to  sei  zeth  e i  n  i  ti  ati  ve,  bu  i  I  d  mo  men  tu  m, 
and  force  governmental  action. 


♦TheToffler's define  anti-war  as  actions  taken  to  deter  or  limit  war  rather  than  the  opposite  of  war.  War  itself  may  be  considered 
antiwar,  such  as  when  a  "preventive  war"  is  begun  to  preempt  a  larger,  more  destructive  form  of  warfare. 
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Seizing  the  Initiative.  Unlikepublic  inter¬ 
est  groups,  governments  are  hobbl ed  by  thei  r 
own  internal  policy  debates  that  can  slow  or 
derail  the  well -intended  efforts  of  public  offi¬ 
cials.  NGOsand  IGOs,  on  the  other  hand,  of¬ 
ten  organize  themselves  around  a  singleissue 
and,  therefore,  do  not  have  to  vet  their  posi¬ 
tions  to  the  same  degree  that  governments 
must.  The  deli  berate  tempo  of  traditional  di¬ 
plomacy,  which  has  been  likened  to  the 
highly  stylized  Japanese  Kabuki  dance,  may 
be  re  pi  aced  by  a  morefren  zi  ed  pace  caused  by 
these  interlopers.  On  the  other  hand,  it  is  not 
cl  ear  whether  the  grow  i  ng  i  n  f  I  u  enceof  watch¬ 
dog  groups--armed  with  information  derived 
from  high-resolution  imagery— is  altogether 
u n  de si  r  abl  e.  0  ne rea so n  fo r  such  a  vi  ew  i  sth  at 
there  are  times  the  US  government  simply 
cannot  watch  all  of  the  "niche"  issues  that 
NGOs  and  IGOs  want  monitored.  In  fact, 
work  done  by  groups  like  Human  Rights 
Watch  or  Greenpeace  could  actually  advance 
US  policy  interests  by  pro  vidingtimely  in  for¬ 
mation  in  sup  port  of  USpol  icy.  I  n  effect,  they 
could  extend  the  "eyes  and  ears"  of  the  gov¬ 
ernment  on  a  number  of  issues. 

Arms  Control  and  Verification 

Imagery  satellites,  long  considered  the  bed¬ 
rock  of  arms-control  monitoring,  owe  their 
very  ex  i  sten  ceto  thepursuit  of  veri  f  i  abl  earms 
control  treatiesduri  ngthecold  war.  Soviet  in- 
transigence  with  respect  to  on-site  inspec¬ 
tions  had  all  but  killed  any  prospects  for 
meaningful  armscontrol  between  the  United 
States  and  the  Soviet  Un  ion  until  1962.Atthat 
time,  the  newly  created  USArms  Control  and 
Disarmament  Agency  (ACDA)  commissioned 
theWoodsHoleSum  mer  Study  to  con  sider  is 
sues  related  to  verification  of  arms-control 
agreements  with  theSovietUn  ion.  Asa  result, 
verification  regimes  that  viewed  on-site  in¬ 
spection  as  the  sine  qua  non  of  verification 
were  scrapped  in  favor  of  agreements  that 
could  be  verified  using  "minimum  access" 
methods,  otherwise  known  as  National  Tech¬ 
nical  Means,  or  NTM.35 

The  diplomatic  currency  of  American 
NTM  during  the  cold  war  is  legendary  and 


has  resulted  in  the  creation  of  a  certain  mys- 
tiqueregardingthetruecapabilitiesof  Ameri- 
ca'sspy  sat  el  I  itesThemysteryof  spysatel  I  ites 
has  captured  the  imaginations  of  Hollywood, 
the  public,  and  is  a  matter  of  great  interest 
abroad .  G  i  ven  th  e  h  i  gh  I  y  cl  assi  f i  ed  protecti  o  n 
afforded  information  about  these  satellites 
and  the  imaginations  of  screenwriters  and  re¬ 
porters,  other  countries  would  find  it  nearly 
impossible  to  separate  fact  from  fiction,  hy- 
pothesisfrom  hyper  bole.  In  response,  foreign 
governments  may  employ  commercial  im¬ 
agery  satellites  to  gauge  their  activities  with 
what  they  believe  American  NTM  can  detect. 
If  successful,  this  could  seriously  affect  the 
ability  of  the  United  States  to  verify  compli¬ 
ance  with  arms-control  agreements. 

Poor  Man'sNTM.Ascommercialsatel  lite 
imagery  becomes  increasingly  common¬ 
place,  the  mystique  long  associated  with  su¬ 
perpower  NTM  will  eventually  diminish. 
Suchadevel  opmentwouldnotbeal  together 
negative,  however.  Nations  that  have  previ¬ 
ously  resisted  the  use  of  NTM  to  verify 
arms-control  agreements  might  finally 
agree  to  its  use  since  they  would  have  direct 
access  to  their  own  source  of  satellite  im¬ 
agery— a  sort  of  "poor  man's  NTM  ,"360n  the 
other  hand,  it  may  be  difficult  to  convince 
them  to  trust  commercial  i  imagery  suppliers 
that  hail  from  another  country,  particularly 
with  respectto  American  firms  that  arecur- 
rentl  y  or  havefor  merl  y  been  as  so  ci  ated  wi  th 
the  Pentagon  or  the  intelligence  commu¬ 
nity.  Skeptical  foreign  governments  might 
then  turn  to  providers  with  less  political 
baggage,  or  may  even  reject  verification  re¬ 
gimes  based  on  commercial  imagery  alto¬ 
gether. 

New  Playersand“Nois&"  Commercial  sat¬ 
ellite  imagery  will  also  affect  the  world  of 
arms-control  verification  and  compliance  di¬ 
plomacy  as  a  new  set  of  players  will  emerge 
em  pow  ered  with  thei  r  own  "eyesi  n  thesky."37 
These  players  will  include  NGOsand  IGOs,  as 
wel  I  as  "white  hat"  coun  tries  I  i  keCan  ada,  Swe¬ 
den,  Australia,  and  the  Netherlands.38 Increas¬ 
ing  the  number  of  players  with  access  to 
high-resolution  satellite  imagery  will  un- 
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A  Delta  II  carries  a  Global  Positioning  System  (GPS) 
Satellite  into  orbit  in  1996.  Security  concerns  over  the 
proliferation  of  GPS  receivers  around  the  world  offer  a 
thought-provoking  corollary  to  the  questions  raised  by 
the  emergence  of  high-resolution  commerical  imagery 
satellites. 


doubtedly  elevate  the  "noise"  level  with  re 
spectto  com  pi  i  anceassessments.  A 1996 study 
prepared  by  Science  Applications  Interna¬ 
tional  Corpo  ration  con  eluded  that  with  anew 
cast  of  pi  ay  ersand  atten  dant  i  n  creasei  n  noise, 
the  compliance  process  will  be  affected  by 
premature  revelations,  false  alarms,  increased 
ambiguity,  use  of  stalling  tactics,  and  self-ser¬ 
ving  political  agendas.39  By  increasing  the 
noise  level,  differentiating  between  pro¬ 
scribed  and  permitted  activities  may  become 
even  more  difficult  since  assessing  compli- 
ancei  n  vari  abl  y  requi  resattempt  i  ngto  provea 
negative  (i.e.,  that  a  certain  proscribed  activ¬ 
ity  isnot  taking  place).40 

Effective  Verification.  The  noise  issue  is 
critically  important  to  the  United  States  be¬ 
cause  of  its  exacting  "effective  verification" 
standard.  A  treaty  is  considered  to  be  effec¬ 
tively  verifiable  if  the  United  States  belia/es 
that  it  can  detect  any  militarily  significant 
breach  of  the  agreement  and  do  so  i  n  ti  me  to 
respond  effectively  and  deny  the  other  party 
any  materi  al  benefi  tf  romthevi  o  I  ati  on .  U  n  der 
the  rubric  of  effective  verification,  it  is  as¬ 
sumed  that  violations  will  be  met  with  some 
level  of  US  response*  Con sequently,thestan- 
dardof  evi  dencerequi  redto  "prove"  non  com- 
pliance  is  incredibly  demanding.  After 
detection,  theevi  dencemustsurvivethewith- 
er  i  n  g  f  i  re  of  skep  t  i  cs  an  d  apo  I  o  gi  sts  w  h  o  of  ten 
i  nsi st  on  i  ncontroverti  bl e  proof  dur  i  ngthei  n- 
teragency  review  process.  Beyond  those  re¬ 
qui  rements,  however,  evidence  of 
noncompliancemustalsobeinnatelycredi  ble 
and  easily  understood  by  policy  makers  so 
they  can  for  mu  I  ateand  justify  an  effectivere- 
sponse  to  violations.41  If  the  evidence  is  am¬ 
biguous  and  fails  to  persuade  policy  makers 
that  a  proportional  responseiswar ranted,  not 
only  can  the  verification  regime  be  under¬ 
mined,  but  the  agreement  it  self  could  also  un¬ 
ravel  . 

Deception.  The  exacting  standard  of  evi¬ 
dence  required  for  compliance  assessments 
may  be  politically  necessary,  but  somecoun- 


^TheUnited  States  could  respond  to  violations  with  any  or  all  of  its  instrumentsof  national  power.  Depending  on  thesignificanceof 
the  violation,  the  United  States  could  protest  diplomatically  by  demarche,  raise  the  issue  publicly,  levy  economic  sanctions,  or  even 
conduct  military  operations  against  the  violator. 
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tries  may  view  it  as  a  tacit  invitation  to  cheat 
on  thei  r  agree  ments.  They  do  not  have  to  con¬ 
ceal  proscribed  activities  or  equipment  com¬ 
pletely  from  US  observation,  but  merely 
create  enough  ambiguity  that  the  activity  i  s 
I  ost  i  n  thenoise.  Creat  i  ngj  ust that  level  of  am- 
bi  guityistheroleof/7)ask/rovka,aSovietmili- 
tary  term  that  most  closely  equates  to  that  of 
the  English  concept  of  "deception"  but  in¬ 
cludes  camouflage,  cover,  decoys,  feints,  dis¬ 
information,  and  information  denial.42  The 
So  vi  ets  were  masters  at  it,  and  dur  i  ngthecold 
war,theimplicationsitheldvis-a-visstrategic 
stability  were  enormous.  The  principal  chal¬ 
lenge  to  arms  controllers  during  that  era  was 
designing  an  agreement  that  could  prevent 
Soviet  cheating.  Amrom  Katz,  an  arms- 
control  legend  and  father  of  NTM,  under¬ 
scored  the  verification  challenge  in  a  manner 
worthy  of  Yogi  Berra  when  he  testified  before 
Congress,  "We  have  never  found  anything 
that  the  Soviets  have  successfully  hidden.”43 

Incentives  to  Cheat.  Deception  is  still  a 
concern  of  the  present  generation  of  arms 
controllers,  and  in  some  respects,  they  have  a 
much  morediffi  cultjobthandidthecoldwar- 
ri  o  rs.  To  day 'si  n  ter  n  ati  on  al  en  vi  ro  n  ment  i  sn  o 
longer  dominated  by  superpower  rivalry,  but 
is  characterized  by  regional  disputes  that  re 
quire  multilateral  solutions.  Asymmetries 
abound.  Not  even  the  former  Soviet  Union 
can  match  the  United  States  in  terms  of  its 
broad  economic,  political,  or  military  power. 
Consequently,  there  are  tremendous  pres- 
su  resin  many  re  gionsto  level  thegeo  po  liti  cal 
playing  field,  creating  incentives  to  cheat  on 
arms-  control  agreements. 

The  Kennedy  administration  found  that 
"verification  acts  as  a  deterrent  to  evasion 
only  to  the  extent  that  a  potential  violator  is 
concerned  with  the  risks  of  exposure."44  Ac¬ 
cordingly,  would-be  violators  would  be  well 
advised  to  fully  assess  their  risk  of  exposure 
and  develop  methods  to  avoid  detection.  As 
states  become  morefa  mil  iar  with  what  can  be 
seen  by  imagery  satellites  (and  what  cannot), 
there  is  a  chance  that  some  will  use  their  new¬ 
found  knowledge  to  risk  cheating.  On  the 
other  hand,  there  is  no  clear-cut  answer  to 


whether  the  availability  of  commercial 
sat  el  liteimagerywill  influenceacountry’sde- 
ci  si  on  to  cheat  bysup  porting  itsdecepti  on  ef¬ 
forts  because  fear  of  detection  is  but  one 
element  of  such  a  calculation.  The  other  and 
more  important  element  is  national  self- 
interest,  and  as  ACDA  concluded  long  ago, 
"National  self-interest,  rather  than  fear  of  de 
tection,will  remain  the  principal  inducement 
to  compliance."45 

The  Opportunities 

One  outgrowth  of  private  investment  in  com¬ 
mercial  satellite  imagery  systems  involves  the 
potential  for  spin-off.  The  term  spin-off  refers 
to  technology  developed  for  the  military  that 
might  have  some  commercial  application 
down  the  road.  For  example,  much  of  the  im¬ 
petus  for  the  new  generation  of  commercial 
i  magi  ngsat el  I  itesresultedfrom  research  done 
for  the  Strategi  c  Defense  I  nitiati  ve  (SDI  ).46  Al  - 
though  spi  n-off  tech  nol  o  gi  esf  ram  SDI  i  n  vest¬ 
ments  jump-started  the  interest  in  the 
high-resolution  remote  sensing  industry,  di¬ 
minishing  defense  budgets  will  no  doubt 
lessen  the  impact  that  military  spending  has 
on  future  technological  developments.  No¬ 
where  is  this  more  true  than  in  information 
systems,  where  defense  spending  has  gener¬ 
ally  played  only  a  minor  role  in  the  explosive 
growth  of  com  puters,  digi  tal  datastorage,  and 
high-speed  communications.47 

W  h  at  th  i  s  means  i  s  th  at  th  e  ta  bl  es  may  h  ave 
turned  with  respecttospin-offsastech  nol  ogy 
originally  developed  for  the  private  sector 
may  now  serve  as  the  touchstone  for  govern¬ 
ment  systems.  This  has  largely  already  come 
about  i  n  the  area  of  el  ectro-opti  cal  sensors,  as 
well  as  computers  and  mass  storage  that  are 
critical  elements  of  any  digital  imagery  sys¬ 
tem.48^  stay  competitive,  firms  will  have  to 
provetheiragil  ityandcreativenessinorderto 
come  up  with  better  products  and  deliver 
them  at  lower  costs  to  the  customer.  There 
fore,  the  principal  dynamic  at  work  in  the 
spacerecon  naissancebusi  nessmaywell  result 
from  corpo  rateeffortto  i  m  provethe"bottom 
line”  for  shareholders  and  not  the  National 
Reconnaissance  Office.49 
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Pearl  Harbor,  December  1941.  To  conclude  that  access  to  satellite  imagery  by  an  adversary  will  make  the  difference 
between  military  success  and  debacle  assumes  some  facts  not  in  evidence.  Richard  Betts,  a  senior  fellow  at  the 
Brookings  Institution,  concluded  in  his  study  of  surprise  attacks,  “The  primary  problem  in  major  strategic  surprises  is  not 
intelligence  warning  but  political  disbelief.  ” 


US  Plans  for  Commercial  Imagery 

Notwithstanding  the  policy  goals  enunciated 
by  PDD-23  and  the  demonstrated  value  to 
military  operations  during  the  Gulf  War, 
there  are  some  government  imagery  analysts 
and  policy  makers  that  are  I  ess  than  enthusi¬ 
astic  in  their  approach  toward  commercial 
satel I i te i imagery .  Thismaybethe  resu It  of  ei¬ 
ther  misapprehension  of  the  true  potential  of 
these  systems,  or  per  hapssi  m  ply  refl  ect  nerv¬ 
ousness  with  the  prospect  of  bankrolling  an 
industry  that  can  make  life  much  more  diffi¬ 
cult  for  those  involved  in  national  security. 
On  the  other  hand,  many  in  government  rec¬ 
ognize  thatthistech  nol  ogy  is  hereto  stay,  and 
integrating  it  with  the  overall  national  im¬ 
agery  architecture  could  offset  some  known 
shortfalls  in  US  space  surveillance  and  recon¬ 
naissance  capability.  Whilethe  planned  fleet 
of  commercial  imaging  satellites  could  cer¬ 


tainly  address  some  collection  shortfalls,  the 
one  area  that  has  received  much  lessatten  ti  on 
but  holds  much  greater  potential  is  the  so- 
called  back-end  problem. 

The  Back-End  Problem.  Adm  William  0. 
Studeman,  former  deputy  di  rectoroftheCen- 
tral  Intelligence  Agency,  acknowledged  that 
the  government  has  placed  too  much  empha¬ 
sis  on  the  "collection  apparatus-its  physical 
attributes,  orbits,  bells,  and  whistles"  and  not 
enough  on  how  the  data  is  processed,  ana¬ 
lyzed,  and  disseminated  after  it  has  been  col¬ 
lected.50  The  myriad  of  activities  needed  to 
capture,  process,  analyze,  produce,  and  dis¬ 
seminate  information  from  imagery  satellites 
is  known  as  the  system's  backend.  Uni  ike  the 
government,  working  end-to-end  solutions  is 
the  forte  of  private  enterprise,  where  market 
opportunities  and  cost-cutting  drive  innova¬ 
tion.  Pri  vatecompanieswill  inevitablyseekto 
improve  their  market  share  by  devising  inno- 
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vativesolutionstothebackendoftheimagery 
cycle  that  will  make  imagery  more  relevant 
and  easier  to  use  for  thei  r  customers. 

NIMA  Charts  Its  Course.  To  its  credit,  the 
National  Imagery  and  Mapping  Agency 
(NIMA)  has  already  taken  several  steps  in  an 
effort  to  tap  into  the  innovative  expertise  of 
th  e mar  ket  pi  ace.  1 1  recentl  y  co m  pi  eted  i  ts very 
first  strategic  plan  and  placed  the  use  of  com¬ 
mercial  sat  el  liteimageryatthetopof  itslistof 
strategic  objectives.51  Indeed,  before  its  re¬ 
lease,  the  former  director  of  NIMA,  RearAdm 
Jack  Dantonesaid  of  commercial  imagery: 

We' re  committed  to  itnot  because  it'sthe  right 
thing  to  do  politically  but  because  it'sthe  right 
thing  to  do.  Itwill  probably  supplant  [emphasis 
added]  some  of  the  requi  rements  that  we  have 
for  other  i  magery,  and  that  can  on  I  y  be  good. 5  2 

It  is  interesting  to  note  that  while  it  is  gen¬ 
erally  thought  that  commercial  satellite  im¬ 
agery  will  be  used  extensively  for  geospatial 
applications,  the  presumption  is  that  it  will 
play  less  of  a  role  for  classical  intelligence 
functions.  This  is  because  "intelligence  uses 
often  require  imagery  resolution  and  timeli¬ 
ness  that  exceed  the  advertised  capabilities  of 
commercial  satellite  systems."53  Some  ana¬ 
lysts  and  even  end  users  remain  skeptical  of 
using  commercial  imagery  for  I  SR  tasks  de¬ 
spite  the  obvious  policy  contradiction  inher¬ 
ent  in  such  a  view.  Current  US  policy  clearly 
regards  the  use  of  commercial  satellite  im¬ 
agery  by  foreign  intelligence  services  as  a 
genuine  threat  to  national  security. 


Issues 

The  fundamental  goal  of  current  US  re¬ 
motesensing  policy  "isto  support  and  to  en¬ 
hance  US  industrial  competitiveness  in  the 
field  of  remote  sensing  space  capabilities 
whileatthesametime  protectingUSnational 
security  and  foreign  policy  interests."54  The 
principal  challenge  is  how  to  protect  US  na¬ 
tional  security  interests  without  inadver¬ 
tently  stunting  the  growth  of  the  very 
industry  the  new  policy  is  intended  to  pro¬ 
mote. 


Shutter  Control 

In  order  to  manage  the  attendant  risks  to  US 
national  secu  rity,  both  theLand  RemoteSens- 
ing  Pol  icy  Act  of  1992  and  PDD-  23  rely  on  the 
possible  restriction  of  data  collection  and/or 
dissemination.55  Termed  shutter  control,  per¬ 
haps  no  other  single  issue  is  more  controver¬ 
sial  th  an  th  i  sco  r  n  er  sto  n  eof  cu  r  rent  U  S  po  I  i  cy 
vis-a-viscommercial  high-resolution  imaging 
satellites.  Although  meant  to  address  the  seri¬ 
ous  issues  of  operational  security  and  force 
protection,  there  are  obvious  problems  with 
USsh  utter-control  pol  icy.AI  ternativesources 
fori  magery dataal  ready existfromavari  etyof 
foreign  providers.  Additionally,  there  is  no 
guarantee  that  US  remote-sensing  providers 
wi  1 1  do  mi  nate  the  market  as  the  i  nternati  onal 
providers  of  choice.  The  implication  for  US 
policy  is  simple:  Overzealous  use  of  shutter 
control  will  drive  away  customers  who  will 
seek  alternative  sources  of  data  rather  than 
subject  themselves  to  the  whims  of  American 
bureaucrats.56 

Prior  Restraint.  Even  before  such  market 
adjustments  occur,  however,  attempts  to  cap 
theshuttersof  Ameri  can  remotesensingsatel- 
lites  might  be  challenged  in  the  courts.  The 
day  after  PDD-23  was  issued,  David  Bartlett, 
presi  dent  of  the  Radio-T el  evi  si  on  N  ews  Di  rec¬ 
tors  Asso  ci  ati  on,  fi  red  a  warn  i  ngshot  when  he 
notified  key  congressional  leaders  that  the 
wording  of  the  government's  shutter-control 
policy  fails  to  establish  "a  clear  and  present 
danger."57  A  clear  and  present  danger  is  the 
burden  of  proof  offered  byJusticeOI  iverWen- 
dell  Holmes  as  the  only  compelling  justifica¬ 
tion  for  the  federal  government  enforcing 
"prior  restraint"  on  fully  protected  speech.58 
According  to  the  doctrine  of  prior  restraint, 
th  egov  ern  ment  can  not  I  i  mi  tspeech  pro  tected 
under  the  First  Amendment  "predicated  on 
surmise  or  conjecture  that  untoward  conse¬ 
quences  may  result.”  Supreme  Court  case  law 
suggests  that  prior  restraint  isonly  necessary 
to  prevent  "di  rect,immedi  ate,  and  irreparable 
damage  to  our  Nation  or  its  people."59 

Legal  schol  arsbelievethattheissueof  shut¬ 
ter  control  will  be  brought  before  the  court 
sooner  rather  than  later,  and  when  it  is,  the 
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govern  mentwi  1 1  fi  nd  it  dif  fi  cult  (somesay  i  m- 
possible)  to  make  a  case  that  prior  restraint  is 
the  most  obvious  remedy.60  Others  contend 
that  commercial  imagery  and  imagery- 
derived  i  nformati  on  doesnoteven  qual  ifyfor 
full  protection  under  the  Constitution.  They 
ar  gu  eth  at  th  e  Fi  rst  Amend  men  t  was  crafted  to 
protect  freedom  of  speech  and  of  the  press, 
shielding  expression  of  opinion,  advocacy, 
and  dissent  from  governmental  censorship. 
Although  data  deservessomemeasureof  pro¬ 
tection  from  wanton  censorship  or  govern¬ 
mental  restrictions,  they  reason  it  does  not 
require  the  same  degree  of  protection  as 
speech.61  Moreover,  the  US  government  al¬ 
ready  has  several  postpublication  remedies 
under  existing  federal  law  to  address  such  is¬ 
sues  as  espionage  and  distributing  photo¬ 
graphs  of  defense  installations.62 

International  Considerations  Aside  from 
domestic  legal  concerns,  there  are  a  number 
of  international  concerns  that  could  further 
confound  the  US  policy  of  shutter  control. 
Ever  si  nee  the  first  Landsat  was  launched,  the 
United  States  has  endeavored  to  provide  gen¬ 
erous  open  and  nondiscri minatory  access  to 
Lan  d  sat  i  m  agery .  By  ad  her  i  n  g  to  th  e  pri  n  ci  pi  es 
of  "open  skies”  and  nondiscri  mi  natoryaccess 
to  remote-sensing  data,  the  United  States  has 
put  into  practice  the  very  principles  embod¬ 
ied  in  international  agreements  related  to  the 
commercial  use  of  space.  As  an  added  bonus, 
the  United  States  was  able  to  establish  the 
bona  fides  for  overflights  made  by  remote¬ 
sensing  satellites  in  general,  including  its  in- 
tel  I  i  gence  systems.63 

Excessive  use  of  shutter  control  could 
change  all  of  that.  Developing  nations  that 
come  to  depend  upon  commercial  satellite 
imagery  as  a  critical  commodity  will  most 
likely  take  a  dim  view  of  US  government  ef¬ 
forts  to  exercise  shutter  control  that  could 
deny  them  the  very  information  upon  which 
they  have  come  to  depend.  Sensed  states 
might  even  find  that  the  US  action  was  in  con- 
traventi  on  of  th  e  U  N 's  remote- sensi  ng  pri  n  ci  - 
pies  for  having  conducting  remote-sensing 
activities  "in  a  manner  detrimental”  to  the 
rights  of  lesser-developed  nations. 


NoPanacea.  Even  if  thepol  icysurvivesdo- 
mestic  court  challenges,  shutter  control  will 
certainly  be  cumbersome  to  implement  for 
any  length  of  time  given  the  scope  of  US  na- 


The  United  States  must  do  more  to 
preserve  its  advantage  in  the 
military  use  of  space  for  informa¬ 
tion  operations  and  other  military 
tasks  by  protecting  its  space 
assets-including  commercial 
satellites— from  attempts  to  attack 
or  degrade  them. 


tional  security  interests,  then  umber  of  differ¬ 
ent  compani es,  the  vari  ety  of  sen  sorsi  n  or  bi t, 
and  the  fact  that  the  US  military  and  intelli- 
gen ceco m  mu  n  i  ti  eswi  1 1  i  n  creasi  n  gl  y  useco  m  - 
mercial  imagery.  Even  limited  use  of  shutter 
control  could  drive  customers  away  from 
Ameri  can-f I  agged  satel  I  i  tes  i  n  favor  of  forei  gn 
competitors.  Shutter  control,  therefore,  can¬ 
not  be  viewed  as  a  panacea  for  addressing  the 
secu  ri  ty  concerns  of  th  i  s  cou  ntry  wi  th  respect 
to  satellite  observation  of  sensitive  opera¬ 
tions.  In  fact,  it  may  turn  out  to  bea  blunt  in¬ 
strument  that  could  seriously  harm  the 
country's  long-term  security  interests  more 
than  it  protects  them. 

Space  Control 

Andrew  F.  Krepinevich,  the  executivedi  rector 
for  the  Center  for  Strategic  and  Budgetary  As¬ 
sessments  and  a  member  of  the  National  De¬ 
fense  Panel,  noted  that  in  the  panel's  report, 
Transforming  Defense:  National  Security  in  the 
21st  Century,  protection  of  all  the  nation's 
space  assets  was  a  principal  concern.  One  rea¬ 
son  the  NDP  highlighted  the  issue  was  that 
DOD  has  estimated  70  percent  of  military 
spacerequi  remen tswi  1 1  mi  gratef  rom  mi  I  i  tary 
to  commercial  platforms  in  the  next  decade. 
Con  sequently,theUnitedStatesmustdo  more 
to  preserveitsad van tageinthemili  tary useof 
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space  for  information  operations  and  other 
mi  I  itary  tasks  by  protecti  ng  its  space  assets— 
including  commercial  satellites— from  attempts 
to  attack  or  degrade  them.64  Gen  Howell  M. 
Estes  III,  commander  in  chief  of  US  Space 
Command,  echoed  the  cautionary  theme  of 
theNational  Defense  Panel  during  recent  tes- 
ti  mony  before  Congress.  He  underscored  j  ust 
how  dependent  US  policy  makers,  the  intelli- 
gencecom  mu  nity,  and  mi  I  i  tary  pi  an  nershave 
become  on  satellites  and  that  America  must 
actively  pursue  measures  to  "guard  against 
turning  [that]  dependence  into  a  vulnerabil¬ 
ity."65  While  there  appears  to  be  general 
agreement  with  such  an  assessment,  the 
WhiteHouseandCongressaredi  videdonjust 
whatto  do  about  USvul  nerabi  I  i  tiesi  n  space.66 

Satellite Legitimacyand Immunity.  Satel¬ 
lite  vulnerability  isclosely  linked  to  the  legal 
status  of  satellites.  One  of  the  great  ironiesof 
the  cold  war  is  that  the  United  States  and  the 
Soviet  Union  implicitly  cooperated  to  facili¬ 
tate  satellite  reconnaissance  of  each  other's 
territories  despite  the  obvious  contradictions 
inherent  in  such  a  policy.  While  the  Soviet 
Union  initially  objected  to  American  satellite 
overflights,  Soviet  opposition  softened asthe 
Kremlin  began  to  seeresultsfrom  itsown  sat¬ 
ellites,  which  Moscow  found  particularly 
val  u  abl  ewi  th  respectto  i  tson-  agai  n ,  off-  agai  n 
relationship  with  China.67  So,  over  time  the 
two  superpowers  established  a  "practice  of 
the  parties"  asthe  legal  basisfor  legitimizing 
theuseofsatel  litesforrecon  naissance-an  un¬ 
spoken  and  unrecorded  "gentleman's  agree¬ 
ment"  that  respected  the  immunity  of  each 
other's  reconnaissance  satellites.68 

The  legal  status  of  satellites  is  difficult  to 
determine  for  the  same  reason  that  has  sty¬ 
mied  efforts  to  control  other  technologies 
that  can  be  used  for  military  and  civil  pur¬ 
poses.  Satellites  are  clearly  "dual-use”  tech¬ 
nologies  that  can  perform  multiple  missions 
using  the  same  spacecraft.  Some  states  have 
ar  gued  th  at  i  m  m  u  n  i  ty  sh  ou  I  d  begranted  o  n  I  y 
to  satellites  that  perform  purely  peaceful 
f uncti  ons  or  otherwi se  contri  bute  to  strategi  c 
stabi  I  ity,  ex  cl  ud  i  ngsatel  I  itesth  at  perform  sur¬ 
veillance  and  reconnaissance,  early  warning, 


and  any  other  satellites  that  support  military 
operations.  Critics  argue  against  this  ap¬ 
proach  becauseitisdiffi  cultto  parsethefunc- 
tionality  of  satellites,  not  to  mention  the 
complexities  associated  with  verifying  com¬ 
pliance  with  any  agreement  based  on  it.  In¬ 
stead,  some  states  favor  embracing  the 
principle  of  global  immunity  for  all  Earth¬ 
orbiting  satellites.69 

Noninterference.  Prior  to  1972,  there  had 
been  no  specific  ban  on  interfering  with  a  na¬ 
tion's  satellite  systems  until  the  United  States 
and  the  former  Soviet  Union  agreed  on  NTM- 
based  verifi  cati  on  of  the  Strategi  c  Arms  Li  mi  - 
tation  Talks(SALT)  I  accordandtheAnti  bal  lis- 
tic  Missile  (ABM)  Treaty.  Paragraph  2  of 
Arti  cleXII  oftheABM  Treaty  states  that  "each 
Party  undertakes  not  to  interfere  with  the  na¬ 
tional  technical  means  of  verification  of  the 
other  Party  operating  in  accordance  with 
paragraph  lofthisArti  cle."70Asa result,  an  in¬ 
ternational  norm  became  firmly  established 
bythesuperpowersthatlegiti  mizedtheuseof 
satel  I  ites  i  nsofar  as  they  I  egal  I  y  acknowl  edged 
the  need  to  verify  compliance  with  arms  con¬ 
trol  asthe  rai  son  d'etreforspace-  based  recon- 
naissance.  With  growing  international 
dependence  on  commercial  imagery  satellites, 
the  United  States  might  witness  renewed  ef¬ 
forts  by  the  international  community  to  pro¬ 
tect  commercial  satellites  from  "harmful 
interference”  pursuant  to  Article  IX  of  the 
Outer  Space  Treaty.  Moreover,  should  com¬ 
mercial  satellites  ever  become  de  facto  NTM 
for  nonspace-faring  nations,  future  arms- 
control  agreements  may  have  to  include  a 
"noninterference"  provision  to  protect  "poor 
man's  NTM  "  to  the  same  degree  asthe  United 
States  and  theformer  Soviet  Union  enjoy  un¬ 
der  Article  XII  oftheABM  Treaty. 

ASAT  and  the  ABM  Treaty.  One  final  issue 
related  to  space  control  and  satellite  vulner¬ 
ability  is  the  proposition  that  the  United 
States  might  use  anti  satellite  (ASAT)  weapons 
to  counter  foreign  commercial-imagingsatel- 
litesduringtimesofcrisisormili  tary  conflict. 
Presi  dent  Bill  Clinton  madehistoryasthefirst 
US  president  to  use  the  line-item  veto,  target- 
ingthreeASAT  programs  with  hispen,  includ- 
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ing  the  Army’s  Kinetic  Energy  Antisatellite 
Program.  Ac  cord  ingto  Robert  Bel  I,  special  as 
sistanttothepresi  dent  and  sen  iordi  rectorfor 
defense  policy  and  arms  control  on  the  Na¬ 
tional  Security  Council  (NSC),  although  the 
administration  recognizes  the  need  for  space 
control,  it  "doesn't  necessarily  believe  at  this 
ti  methattheArmy  pro  gram  istheap  pro  pri  ate 
solution."  The  White  House  would  rather 
forgo  attacking  the  satellites  themselves,  and 
instead  find  ways  to  destroy  or  disrupt  the  in¬ 
formation  downlinked  by  the  satellites.71 

The  Nexus.  One  of  the  principal  reasons 
for  NSC  opposition  to  ASAT  programs  is  the 
inextricable  link  between  ASAT  weapons  and 
the  1972  ABM  Treaty.  The  Cl  inton  administra¬ 
tion  reaffirmed  the  traditional  interpretation 
of  the  treaty,  which  prohibits  the  develop¬ 
ment,  testing,  and  deployment  of  sea-based, 
space-based,  and  mobile  land-based  ABM  sys¬ 
tems  regard  I essofthetech  nol  ogytheywould 
use.  The  reason  for  the  connection  between 
ASAT  weapons  and  the  ABM  Treaty  is  because 
many  of  the  ASAT  employment  concepts 
against  low-Earth-orbiting  satellites  would 
also  be  useful  if  used  against  in  ter  conti  nental 
ballistic  missiles  during  the  lengthy  mid- 
coursephaseoftheirtrajecto  ries.  Even  though 
there  is  no  international  treaty  that  specifi¬ 
cally  bans  the  development,  testing,  and  de¬ 
ployment  of  ASAT  weapons  per  se,  critics  fear 
that  ASAT  programs  could  be  used  as  covers 
for  development  of  illegal  ABM  technologies 
th  at  arese  verel  y  restri  cted  by  th  e  ABM  T  reaty . 

U  n  f  o  rtu  n  atel  y ,  thecrossover  between  ABM 
and  ASAT  does  not  end  with  the  ABM  Treaty, 
but  affects  the  US  relationship  with  the  Rus 
si  an  Federation  and  the  START  treaties.  Russi  a 
has  explicitly  linked  the  inviolability  of  the 
ABM  Treaty  with  its  commitment  to  full  im¬ 
plementation  of  START  I,  ratification  of 
START  II,  and  START  III  negotiations  for  even 
deeper  nucl  ear  force  reducti  ons.  Al  though  ef¬ 
forts  to  counter  the  threats  posed  by  foreign 
commercial  imagery  satellites  using  ASAT 
weapons  may  be  legitimate,  they  nonetheless 
may  threaten  the  delicate  strategic  relation¬ 
ship  with  Russia. 


Conclusions  and  Policy 
Alternatives 

Imagery  is  powerful,  persuasive,  and  poi¬ 
gnant.  Within  the  photographic  image  lies  a 
wealth  of  information  that  can  transcend  the 
mere  representation  of  reflected  photons.  Not 
only  can  images  record  an  event  frozen  in 
space  and  time,  they  inform  authoritatively 
and  are  presumed  to  offer  immutable  rep  re 
sentationsof  fact.  Moreover,  images  can  often 
evoke  an  emotional  response  from  those  who 
view  them.  Recall  for  a  moment  the  image  of 
the  Earth  taken  by  the  Apollo  8  astronauts  as 
they  or  bitedtheM  oon  on  Christ  mas  Evel968. 
It  was  a  spectacular  image-Earth  set  adrift  in 
the  blackness  of  space  that  quickly  came  to 
symbolize  the  global  context  in  which  man¬ 
kind  lives.  "Think  globally,  act  locally!"  be¬ 
came  the  mantra  of  an  entire  generation  of 
global  activists,  whose  perceptions  of  the 
world  were  undeniably  shaped  by  that  singu¬ 
larly  stunning  image  of  planet  Earth. 

The  i  n  her  ent  power  of  i  m  agery  i  soneof  the 
reasonsunderlyingthespirited,andoften  pas¬ 
sionate  policy  debates  over  commercial  im¬ 
agery  satellites  and  their  impact  on  US 
national  secu  rity.  Al  though thecurrentpol  icy 
approach— to  encourage  the  growth  of  the  do¬ 
mestic  remote-sensing  market— Is  a  gamble, 
realistically  it  is  the  only  game  in  town.  The 
tech  nologiesformanyofthesesatel  litesei  ther 
can  n  ot  beef  fee  ti  vel  y  co  n  tro  1 1  ed  o  r  al  ready  ex- 
ist  wel  I  beyond  America's  grasp.  On  the  other 
hand,  if  American  firms  eventually  dominate 
the  global  market,  the  US  government  will  at 
least  have  some  measure  of  control  over  the 
availability  and  distribution  of  the  data  from 
these  satellites. 

The  Role  of  Government 

Consistent  with  the  long-term  policy  goalsof 
PDD-23,  the  federal  government  should  con¬ 
ti  nueitseffortstoencouragedomesticgrowth 
of  the  remote-sensing  market.  On  a  case-by¬ 
case  basis,  the  government  may  want  to  con¬ 
sider  underwriting  private  development  of 
new  technologies  and  applications  that  hold 
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parti  cu  I  ar  prom  i  seforspecif  i  cgovern  merit  re- 
quirements.  By  integrating  the  best  of  what 
the  market  has  to  offer  with  that  of  its  na¬ 
tional  reconnaissance  systems,  the  United 
States  can  slow  or  perhaps  even  prevent  the 
erosion  of  American  information  dominance 
in  space-based  imagery  intelligence,  surveil¬ 
lance,  and  reconnaissance. 

Nonetheless,  the  United  States  must  resist 
the  temptation  to  be  too  generous  with  gov¬ 
ern  mental  contractsforremote-sensingprod- 
ucts  and  services.  With  its  enormous  buying 
power  and  influence  over  markets,  the  gov¬ 
ern  mentcouldcreateadestructivecodepend- 
ency  that  could  diminish  incentives  for 
innovation  and  encourage  governmental  in¬ 
trusiveness  and  regulation.  For  that  reason, 
the  challenge  for  pol  icymakerswill  be  to  bal¬ 
ance  the  country's  legitimate  security  con¬ 
cerns  against  the  requirement  for  robust 
American  competitiveness.  Policy  makers 
wi  1 1  si  m  ply  have  to  trust  i  n  the  self-  regulati  ng 
dynamics  of  the  market  for  high-resolution 
satellite  imagery  and  hope  that  it  will  contrib¬ 
ute  more  to  the  maintenance  of  peace  than  to 
provoking  conflict. 

Negotiation  over  Negation.  Although 
there  is  great  temptation  to  address  the  threat 
posed  by  commercial  imagery  satellites  with 
ASAT  weaponry,  their  use  could  actually  en¬ 
courage  others  to  place  US  satellites  and/or 
ground  infrastructures  in  jeopardy.  A  better 
approach  would  be  US  sponsorship  of  a  le¬ 
gally  binding  treaty  on  the  rights  and  obliga¬ 
tions  of  remote-sensing  countries  with 
respect  to  data  distribution.  Such  a  treaty 
would  require,  inter  alia,  that  sensing  states 
possess  the  capability  of  exercising  shutter 
control  when  the  collection  and/or  dissemi¬ 
nation  of  imagery  data  could  harm  another 
state  while  not  depriving  legitimate  users  of 
data  they  require.  This  multilateral  device 
wou  I  d  com  pi  etewhat  PD  D- 23  u  n  i  I  at  er  al  I  y  be¬ 
gan,  enabling  the  US  government  to  manage 
the  security  threat  without  placing  American 
industry  at  a  disadvantage  or  risking  interna¬ 
tional  rebuke. 

Third-Wave  Warfare.  As  the  United  States 
is  carried  ahead  by  the  third  wave  as  a  postin¬ 


dustrial  state,  it  can  capitalize  on  its  techno¬ 
logical  supremacy  to  obviate  or  reduce  the 
need  to  rely  on  the  tired  strategies  and  struc¬ 
tures  of  second-wave  land  warfare.  Current 
joi  ntoperati  onal  doctri  ne,  however,  presumes 
that  America  can  continuetousethestrategies 
of  the  past,  and  as  M  aj  Gen  Chuck  Li  nk,  USAF, 
Retired,  has  summarized,  tries  to  "put  the 
highest  number  of  America’s  sons  and  daugh¬ 
ters  i  n  range  of  enemy  fi  res  i  n  as  short  a  ti  me 
as  possible."72  Still,  there  is  an  alternative. 

The  United  States  can  shed  its  legacy  con¬ 
struct  and  recognize  that  large  maneuver 
forces  are  rapidly  becoming  a  "sunset"  capa¬ 
bility  in  the  age  of  information  dominance, 
stealth,  and  unprecedented  battle-space  lethal¬ 
ity.  Advanced  technologies  offer  another  ap¬ 
proach  to  warfare,  one  where  force  is  applied 
precisely  to  the  vital  nodes  of  an  enemy  from 
remote  pi  at  forms.  This  new  vi  sion  bringswith 
it  the  ability  to  apply  full  spectrum  domi¬ 
nance  to  th  e  bat  tl  e  space  i  n  a  man  ner  th  at  wi  1 1 
lessen  much  of  the  currentap  prehen  si  on  over 
America's  growing  vulnerability  to  satellite 
observation  and  targeting.  Thus,  the  debate 
over  high-resolution  imaging  satellites  and 
the  threat  they  pose  really  has  much  more  to 
do  with  the  preferred  structureof  theUSmili- 
tary  and  the  nature  of  future  conflicts  than 
with  the  capabilities  of  the  satellites  them¬ 
selves. 

Is  the  Sky  Falling? 

Ultimately,  the  existence  of  high -resolution 
commercial  imagery  satellites  is  simply  a  fact 
of  life  that  US  policy  makers  will  have  to  ac¬ 
cept.  Although  the  information  they  will  pro¬ 
vide  will  undoubtedly  offer  many  challenges 
in  the  years  ahead,  in  some  respects  these 
high-tech  gadgets  merely  represent  the  latest 
iteration  in  man's  struggle  to  achieve  relative 
advantage  over  one  another.  What  often  hap¬ 
pens  when  a  new  technology  is  developed  is 
that  the  anxiety  and  fear  it  generates  is  fol¬ 
lowed  in  quick  succession  by  relief  and  opti¬ 
mism  when  an  othertech  no  I  ogi  cal  i  n  no  vati  on 
cuts  short  the  relative  advantage  of  the  first. 
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This  is  the  classic  measure/countermeasure 
problem. 

So,  isthe"skyfal  ling”  be  cause  of  these  new 
sentinels  rising?  The  answer  is  complicated 
becausethesetech  nol  o  gi  esaren  ei  th  er  revo  I  u- 
tionary  nor  inconsequential.  Nevertheless,  in 
the  near  term,  the  United  States  should  not 
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